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BILATERAL MUTUAL NON-DISCLOSURE AGREEMENT (MNDA)

EFFECTIVE DATE: Upon Digital Execution / Scoping Intake

PARTIES:

1. SPECLAR CYBER TECHNOLOGIES PRIVATE LIMITED (Registered in Tamil Nadu, India) ("Speclar")

2. THE ENGAGING CLIENT / ENTERPRISE ENTITY ("Client")

1. PURPOSE & SCOPE OF ENGAGEMENT

The Parties wish to explore and execute professional cybersecurity services, including offensive Vulnerability

Assessment & Penetration Testing (VAPT), 24/7 Managed SOC Telemetry, and GRC Audit Readiness. In the course of

discussions and delivery, confidential technical, infrastructure, and architectural data will be exchanged.

2. DEFINITION OF CONFIDENTIAL INFORMATION

Confidential Information includes, without limitation: source code, server IP addresses, API endpoints, cloud

credentials, network architecture diagrams, vulnerability findings, penetration test reports, SOC logs, and

incident response artifacts.

3. OBLIGATIONS OF STRICT CONFIDENTIALITY

Each Party agrees to hold Confidential Information in the strictest confidence, employing at least industry-standard

care (AES-256 encryption, PGP-signed transmissions, air-gapped forensic storage). Confidential Information shall

only be disclosed to certified personnel with a verified need-to-know.

4. 100% NON-DESTRUCTIVE TESTING PLEDGE

Speclar guarantees that all offensive security tests, exploit verifications, and adversary emulations are performed

using non-destructive methodologies designed to prevent service disruption, production data loss, or system outage.

5. INTELLECTUAL PROPERTY & REMEDIATION RIGHTS

All final audit deliverables, vulnerability remediation diffs, and executive security reports prepared by Speclar

shall be the sole property of the Client upon invoice settlement.

6. GOVERNING LAW & JURISDICTION

This Agreement shall be governed by and construed in accordance with the laws of India, with jurisdiction in

Chennai, Tamil Nadu, with provisions for international arbitration under UNCITRAL rules for cross-border delivery.

SPECLAR CYBER TECHNOLOGIES PVT. LTD.

By: Ashwin Ragav, Founder & Lead Security Architect

Security Operations Command, Tamil Nadu, India

Cryptographic Seal: 4A8F 9C21 B37D 8802 E9F1 2045 C839 01B2
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Date & Digital Signature: _________________________________


